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3. One information copy of each issue of all
DoD newspapers and magazines shall be for-
warded on publication date to the address in
paragraph H.1. of this appendix.

4. Information copies of CE contracts shall
be forwarded to the address in paragraph H.1.
of this appendix, upon request.

5. Administrative Instructions shall be
issued by the Director, AFIS, for the annual
review and reporting of newspapers and mag-
azines.

Attachment 1 to Appendix E to Part 247—
Newspaper and Magazine Reporting Data

As required by section H. of this appendix,
the following information shall be provided
biennially regarding newspapers and maga-
zines:

A. Name of newspaper or magazine.

B. Publishing command and mailing ad-
dress.

C. Printing arrangement:

1. Government equipment.

2. Government contract with commercial
printer.

3. CE contract with commercial publisher
(provide name, mailing address, and phone
number of commercial publisher).

D. Frequency and number of issues per
year.

E. Number of copies printed and estimated
readership.

F. Paper size (metro, tabloid, or magazine
format).

PART 249—PRESENTATION OF DoD-
RELATED SCIENTIFIC AND TECH-
NICAL PAPERS AT MEETINGS

Sec.

249.1 Purpose.

249.2 Applicability and scope.
249.3 Definitions.

249.4 Policy.

249.5 Procedures.

249.6 Responsibilities.

AUTHORITY: 10 U.S.C. 130.

SOURCE: 52 FR 41708, Oct. 30, 1987, unless
otherwise noted.

§249.1 Purpose.

This part amplifies policy set forth in
DoD Directive 3200.12,1 assigns respon-
sibilities, prescribes procedures, and
provides guidance for consideration of
national security concerns in the dis-
semination of scientific and technical
information in the possession or under

1Copies may be obtained, if needed, from

the U.S. Naval Publications and Forms Cen-
ter, 5801 Tabor Avenue, Attn: Code 301, Phila-
delphia PA 19120.

§249.4

the control of the Department of De-
fense at conferences and meetings. It
supports current policies regarding
classified meetings and requirements
for review of scientific and technical
papers; provides guidance for reviewing
and presenting papers containing ex-
port-controlled DoD technical data; es-
tablishes procedures for containing
DoD advice on independently-produced
scientific and technical papers; and
provides criteria for identifying funda-
mental research activities performed
under contract or grant that are ex-
cluded from review requirements.

§249.2 Applicability and scope.

This part applies to the Office of the
Secretary of Defense (OSD) DoD Field
Activities, the Military Departments,
the Organization of the Joint Chiefs of
Staff (OJCS), the Defense Agencies,
and the Unified and Specified Com-
mands (hereafter referred to collec-
tively as “DoD Components”).

§249.3 Definitions.

Contracted fundamental research. In-
cludes grants and contracts that are (a)
funded by budget Category 6.1 (“Re-
search”), whether performed by univer-
sities or industry or (b) funded by
budget Category 6.2 (“Exploratory De-
velopment”) and performed on-campus
at a university. The research shall not
be considered fundamental in those
rare and exceptional circumstances
where the 6.2-funded effort presents a
high likelihood of disclosing perform-
ance characterics of military systems
or manufacturing technologies that are
unique and critical to defense, and
where agreement on restrictions have
been recorded in the contract or grant.

DoD personnel. All civilian officers
and employees, including special Gov-
ernment employees, of all DoD Compo-
nents, and all active duty officers
(commissioned and warrant) and en-
listed members of the Army, Navy, Air
Force, and Marine Corps.

§249.4 Policy.

It is DoD policy to:

(a) Encourage the presentation of sci-
entific and technical information gen-
erated by or for the Department of De-
fense at technical meetings consistent
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with United States laws and the re-
quirements of national security.

(b) Permit DoD Components to con-
duct scientific and technical con-
ferences, and to permit DoD Compo-
nent personnel to attend and partici-
pate in scientific and technical con-
ferences that are of demonstrable value
to the Department of Defense, and con-
sult with professional societies and as-
sociations in organizing meetings of
the societies and associations that are
mutually beneficial.

(c) Allow the publication and public
presentation of unclassified contracted
fundamental research results. The
mechanism for control of information
generated by DoD-funded contracted
fundamental research in science, tech-
nology, and engineering performed
under contract or grant at colleges,
universities, and non-government lab-
oratories is security classification. No
other type of control is authorized un-
less required by law.

(d) Release information at meetings
in a manner consistent with statutory
and regulatory requirements for pro-
tecting the information. Such require-
ments include, but are not limited to,
protection of classified, unclassified ex-
port-controlled, proprietary, privacy,
and foreign government provided infor-
mation.

(e) Provide timely review of DoD em-
ployee and contractor papers intended
for presentation at scientific and tech-
nical conferences and meetings, and if
warranted and authorized by contract
in the case of contractor employees,
prescribe limitations on these presen-
tations. Dissemination restrictions
shall be used only when appropriate au-
thority exists.

(f) Assist DoD contractors and, when
practical, others in determining the
sensitivity of or the applicability of ex-
port controls to technical data pro-
posed for public disclosure.

(g) Approve release of classified or
controlled unclassified DoD informa-
tion to foreign representatives when
such release promotes mutual security
or advances the interests of an inter-
national military agreement or under-
standing in accordance with foreign
disclosure policies of the Department
of Defense. Presentation of such infor-
mation at technical meetings attended

32 CFR Ch. I (7-1-11 Edition)

by foreign representatives is appro-
priate when the release is made under
the terms of existing security arrange-
ments and when the Department of De-
fense and receiving government have
established an understanding or agree-
ment in that specific scientific or tech-
nical area.

(h) Refrain from interfering with the
planning and organizing of meetings
sponsored and conducted by non-gov-
ernment organizations. The type and
level of DoD participation in such
meetings will be determined taking ac-
count of such factors as benefit to the
Department of Defense and how the
meetings are being conducted.

§249.5 Procedures.

(a) General. Conferences organized by
DoD Components, DoD contractors,
scientific and engineering societies,
and/or professional associations, among
others, can enhance the value of re-
search and development sponsored by
the Federal Government, and in such
cases require full cooperation of all in-
volved parties to obtain maximum ben-
efits. Every effort should be made to
develop presentations that are appro-
priate for delivery to the widest appro-
priate audience consistent with the in-
terests of national security. In general,
national security concerns related to
the disclosure of DoD scientific and
technical information at meetings are
influenced by two mutually dependent
factors; i.e. the sensitivity of the mate-
rial to be presented, and the identity of
proposed recipients of the material.
These considerations and their impact
on proposed meetings can be evaluated
only through consultation among au-
thors, conference organizers, and offi-
cials responsible for authorizing re-
lease of DoD information. The purpose
of this consultation is to ascertain
which combination of factors will sup-
port the most productive exchange of
information consistent with U.S. laws
and the requirements of national secu-
rity. Interaction among concerned par-
ties should commence at least six
months before the meeting date.

(b) Information to be presented. Possi-
bilities range from completely unclas-
sified/unlimited through classified in-
formation. Other considerations having
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an impact on meeting organization in-
clude, but are not limited to, propri-
etary data, export-controlled data, Pri-
vacy Act information, and foreign gov-
ernment-provided data.

(1) Classified information may be
presented only at meetings organized
in accordance with DoD Directive
5200.12.2

(2) Unclassified export-controlled
DoD technical data may be presented
only in sessions where recipients are
eligible to receive such data as estab-
lished by 32 CFR part 250.

(3) Presentation of proprietary infor-
mation, privacy data, and foreign gov-
ernment-provided data requires ap-
proval of the party controlling that in-
formation.

(c) Location of meetings and access con-
trols. To a large degree location of and
access to meetings are dependent on
the type of material to be presented.

(1) Papers which have been cleared
for public release may be presented at
any location and before any audience.

(2) Criteria established by 32 CFR
part 250 for releasing unclassified docu-
ments containing unclassified export-
controlled DoD technical data also are
applicable to presentations containing
such data. Unclassified export-con-
trolled DoD technical data may be re-
leased to:

(i) United States and Canadian gov-
ernment officials, with the under-
standing that the information is to be
used for official government purposes
only. Technical data that falls outside
the exemptions for export to Canada in
United States export regulations may
not be transferred under this and the
following provision.

(ii) United States and Canadian citi-
zens and resident aliens when disclo-
sure is subject to the terms of a cur-
rent (DD Form 2345) “Militarily Crit-
ical Technical Data Agreement.”

(iii) Foreign mnationals and United
States citizens acting as representa-
tives of foreign interests where disclo-
sure is made in accordance with a li-
cense, approval, or exemption under
the International Traffic in Arms Reg-
ulations or the Export Administration
Regulations.

2See footnote 1 to §249.1.

§249.5

(3) Non-government organizations
who organize meetings in the United
States at which unclassified export-
controlled DoD technical data is to be
presented will be required to ensure
that physical access to the presen-
tations is limited to those eligible to
receive such data (as described in para-
graph (c)(2) of this section) before
being permitted to present such data.

(4) Meetings sponsored by a United
States Government agency at which
unclassified export-controlled DoD
technical data is to be presented may
be held in any location in the United
States when control of physical access
to the sessions is provided by a United
States Government employee or a con-
tractor specifically tasked by Depart-
ment of Defense for that duty.

(5) Presentation of unclassified ex-
port-controlled DoD technical data in
meetings held outside the TUnited
States may be permitted on a case-by-
case basis after review of the situation
by officials authorized to do so by the
Director of Defense Research and Engi-
neering, Office of the Under Secretary
of Defense (Acquisition) or heads of
DoD Components.

(6) When it is necessary to limit ac-
cess to presentations of DoD-related
scientific and technical papers, and pri-
vate or professional organizations are
unwilling or unable to provide required
controls, DoD Components may, at
their discretion, conduct meetings
which correlate in place and topic with
open meetings of such societies to take
advantage of the fact that interested
parties are already gathered.

(7) Classified information may be
presented only at meetings held in a
secure government or cleared con-
tractor facility, unless a waiver has
been granted in accordance with DoD
Directive 5200.12. Personnel access con-
trols for classified meetings also are
specified in DoD Directive 5200.12.

(d) Foreign representative access to
meetings. (1) For classified meetings
sponsored by the Department of De-
fense and conducted at a contractor fa-
cility, guidelines for foreign participa-
tion are established in DoD Directive
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5230.113 and DoD Instruction 5230.20.4
Guidelines for the reporting of foreign
participation in classified meetings are
contained in DoD Directive 5200.12.

(2) For unclassified meetings spon-
sored and conducted by organizations
other than the Department of Defense,
the sole responsibility of determining
whether foreign access is appropriate
rests with the sponsor. The level and
type of DoD participation in the meet-
ing shall take into account the pres-
ence of foreign representatives, if any.

(3) In order to advance the interests
of an international military agreement
or understanding, the Department of
Defense may wish to release to certain
foreign nationals unclassified export-
controlled DoD technical data being
presented at unclassified, restricted ac-
cess meetings sponsored and conducted
by non-government societies and asso-
ciations. Release in such cases by De-
partment of Defense shall be pursuant
to appropriate exemptions to the Inter-
national Traffic in Arms Regulations
(22 CFR part 126), which relieves the so-
ciety or association from responsibility
to obtain export approvals for these
presentations. DoD sponsorship is for
the sole purpose of granting access to
DoD-sponsored technical information.
When societies or associations agree to
DoD sponsorship of foreign attendance
under these circumstances, the visit re-
quest procedures established in DoD In-
struction 5230.20 shall be used to obtain
and process requests from foreign rep-
resentatives for sponsorship, and to in-
form the requestor and the meeting
sponsor of the decision to release the
information and conditions pertaining
to such release.

(e) Clearance for public release. A re-
view 1is required by DoD Directive
5230.95 for all public releases by DoD
personnel, including all presentations
from DoD laboratories. DoD contrac-
tors are required to submit proposed
presentations for review if that is a
specific contractual requirement. Pa-
pers resulting from unclassified con-
tracted fundamental research are ex-
empt from prepublication controls and
this review requirement.

3See footnote 1 to §249.1.
4See footnote 1 to §249.1.
5See footnote 1 to §249.1.

32 CFR Ch. I (7-1-11 Edition)

(1) Proposed presentations shall be
reviewed to:

(i) Determine what information, if
any, in the submitted paper and/or ab-
stract is subject to security classifica-
tion, is subject to withholding from
public disclosure under 32 CFR part 250
or is otherwise restricted by statute,
regulation or DoD policy.

(ii) Recommend specific changes, if
any, to allow the paper to be presented
as requested.

(iii) Indicate on the document its
releasibility in original and amended
versions.

(iv) Provide information on appeal
procedures to be followed if requested
clearance is denied.

(2) Reviews shall be completed as
speedily as possible after receipt of the
document by an appropriate public
clearance authority. If a review cannot
be completed in a timely manner, an
explanation shall be provided. Every
effort shall be made to complete the re-
view in:

(i) Ten working days for all ab-
stracts.

(ii) Twenty working days for papers
submitted for presentation at sessions
that will have unlimited access.

(iii) Thirty working days for papers
submitted for presentation at unclassi-
fied sessions that will have limited ac-
cess.

(iv) Thirty working days for papers
submitted for presentation at sessions
that will be classified.

(f) Voluntary submissions. Authors or
organizations not subject to manda-
tory reviews may submit their papers
to DoD activities to obtain advice on
national security concerns. Resources
permitting, DoD public release activi-
ties shall arrange review of the papers
and

(1) Inform the author that the De-
partment of Defense has no objection
to public presentation or

(2) Inform the author that the De-
partment of Defense advises that pres-
entation in a public forum would not
be in the interest of national security,
and provide appropriate reasons for the
determination. The clearance for pub-
lic presentation, paragraph (f)(1) of this
section, satisfies an exemption from re-
quirements for government review
under the International Traffic in
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Arms Regulations. The latter deter-
mination, paragraph (f)(2) of this sec-
tion, does not legally bar presentation.
It is an advisory statement that, for
the presentation concerned, Depart-
ment of Defense is not providing the
authority for public release. Such DoD
action does not preclude recourse by
the author through normal State De-
partment export license procedures.

(g) Submission procedures. (1) Authors
shall submit full text and/or abstract of
paper for review before submitting it to
conference organizers. Clearance of ab-
stract does not satisfy any requirement
for clearance of the full paper. Re-
quests for review shall identify the
conference sponsor(s), site, and access
restrictions specified by the session or-
ganizers, and shall state whether the
paper is for presentation at a session
that is to be unclassified with unlim-
ited access, unclassified with limited
access, or classified. Level of classifica-
tion and access restrictions shall be
specified, where appropriate.

(2) Papers shall be submitted for pub-
lic and/or foreign disclosure clearance
in sufficient time to allow adequate re-
view and possible revision. Authors
should allow adequate time for their
presentation to reach the appropriate
review authority in addition to the re-
view targets set in paragraph (e)(2) of
this section.

(3) At time of submission of the full
text of the presentation to the Con-
ference Program Committee, authors
should state that their papers have
been approved for presentation at the
meeting and specify the security level
of degree of access control required.
When submitting abstracts that have
been cleared for release, authors should
indicate when and what kind of ap-
proval is expected on the presentation
in its final form.

(h) In accordance with DoD Directive
3200.12, copies of proceedings and/or re-
prints of papers sponsored by the De-
partment of Defense for all scientific
and technical meetings will be pro-
vided to the Defense Technical Infor-
mation Center, Defense Logistics Agen-
cy, Cameron Station, Alexandria, VA
22304 for secondary distribution.

Pt. 250

§249.6 Responsibilities.

(a) The Under Secretary of Defense for
Acquisition (USD(A)) shall be respon-
sible for implementing this part.

(b) The Deputy Under Secretary of De-
fense for Research and Advanced Tech-
nology shall:

(1) Administer and monitor compli-
ance with this part.

(2) Provide, when necessary, tech-
nical assistance to DoD Components in
determining sufficiency of protection
of unclassified technical information
that is to be presented at meetings.

(3) Provide, upon request, informa-
tion and advice regarding controls on
unclassified DoD information to sci-
entific and engineering societies and
professional associations.

(c) The Under Secretary of Defense for
Policy (USD(P)) shall develop and pro-
mulgate, as required, policy guidance
to DoD Components for implementing
this instruction.

(d) The Deputy Under Secretary for De-
fense (Policy) (DUSD(P)) shall establish
and monitor compliance with policies
and procedures for disclosure of classi-
fied information at meetings.

(e) The Heads of DoD Components
shall:

(1) Promulgate this part within 180
days.

(2) Designate an individual who will
be responsible for reviewing and ap-
proving requests for export-controlled
meetings outside the United States,
and for ensuring compliance with this
part.

PART 250—WITHHOLDING OF UN-
CLASSIFIED TECHNICAL DATA
FROM PUBLIC DISCLOSURE

Sec.
250.1
250.2
250.3
250.4
250.5

Purpose.

Applicability and scope.

Definitions.

Policy.

Procedures.

250.6 Responsibilities.

250.7 Pertinent portions of Export Adminis-
tration Regulations (EAR).

250.8 Pertinent portions of International
Traffic in Arms Regulations (ITAR).

250.9 Notice to accompany the dissemina-
tion of export-controlled technical data.

AUTHORITY: Sec. 1217, Pub. L. 98-94, (10
U.S.C. 140c¢).
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